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o SEGURITY OFFICER, CIA CONHDEN'[U\L
‘Fiunoutmg and Activitiess o ‘

| Tha mission 6£ the Smx‘i‘by bfficar, CIA 4s the execution of the Agency's
security program and the performance of certain special security and

inspection functions, This mission is accomplished through the promulgation
of Agency policies relating to gecurity and the cstablishrent of procedures
for thelr implementation, The functions ars exscuted through the organiza-

 tional staff of the Security Officer described hereimafter, which accomplishes
 the following functions: o : R

Establishes safeguards necessary to prevent pemetration of Agency activities
by unauthorized individuals; and develops domestic counter-intelligence
programs for the Agency by means of continuing reviews, exaninstion,
evaluation and appraisal of counter-intelligence information pertaining to
CIA activitigs and persomnal. o

 Obtains and eveluates through investigations snd liaison contact pertinent
o information regarding personnel. for emplayment, assigrment or assoclation
b " with the Agency. Approves or disappreves from a security standpoint the
‘ employment or utilization of individuals by the fAgency. . :

ST S0 ek

Detesmines the effectiveness with which uaﬁrlty pmgramd and policles are
being accamplished. = ' :

Coordinates snd engages in policy and program planning of emorgency
measures, P I . "
Prescribes security polioies relating to the lieison and contact relations
‘of Agency officials with others establishes and maintains neceasary
1isison with of ficiale of other Uovernment agencles on security matters.
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| Investigaﬁaa reporte of violation or non-complisnce with security policies
L er regulations and recommands or initlates appropriate action as may be

i

' Makes insp um, 1&13&1@“10@; nud reporis as directed. - 25X1A

COnduets research in security fields,
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SECURITY COHTROL STAFF

Functions and Activitiess

This Staff is rauponéibln for devieing, formulating and supervising
security poliocies, for the protection of classified information end
intelligence material in connection with amy outside personal activities

of CIA employees, (such as publication of writings, delivering speeches,

foreign travel and other peraonal matters in which, an element of security

. might be involved); and with respect to the officisl contacis of CIA
with other Government agencies and foreign povernments, as elaborated on

below. The Staff promulgates collection and dissemination sscurity
policies and renders interpretations, opinions and decisions with respect
to these policies. The Staff serves as consultant, from the security
standpoint, in coordinating publiec relations and the release of informa-
tion concernim. Agency activities end functions. In this connection, it
implements and carries out in the Agency the various ¥5C directives
relating to pecurity and the protection of intelligence. It malntains
Jiaison with Federal departments and agencies in devising and carrying
out security plans for CIA projects in those agencies. The Staff plans
and conducts security esurveys in other sgencies and provides security
policies to aseure that CIA material is properly protected and that the
personnel having access to CIA materisl meet CIA security requirements
in accordance with Sectlon 102 (d) (3) of the Bationsl Security Act.
This Staff interprets for the Agency the various security policles

of other agencies ond of forelgn governments and renders securlty
decisions on clasaified material proposed for dissemination to foreign
goverments., It serves as gecarity consultant to the other offices of
CIA in their security plans for Anterdepartmental exploitation, research,
joint efforts and similar activitiesj and serves on interdepartmental
and international comittees concerned with security problems.
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Offered seourity opinions and interpretstions as requested, ‘and reviewed
and rendered decisiona concerning approximately 1000 requests for security
clearance for outside parsona)_.. activities of CIA employees.

Investipated, reviewed and set up aﬁprmntaly 50Q continuing’ contacts

, with othor Agency personnel for CIA representatives. -

Represented ths DCT by attendance at domestic and international conferences
concerned with security matters. : ‘

Prepared security pollcy, furnished guidance or clearance for dissemina-
tion of clsssified material, or reviewed and approved dissemination in accord-
ance vith MIC Policy to forelgn governments. ' :

Conducted security anrveya or agsisted in aemiﬁf.y aszpects with the liaison,A
contaot or coordination of CIA with other government agencies and private
institutions. _ ' , L '

Furnished security advice on security matters to offices, staffs and divisions
of CIA and to other government agencies.ss requested, 4

Assloted office of JCS in censoring that part of Porrestal diories dealing
with CIA or its peruonnol. § ‘

Conducted surveys inoluding uonruy procedures for taléphone op-ritors;

information furnished other agencies concerning former CIA employees; and
the control of T3 niotofn_- procadure. N

) Obdntivn: ‘

%o resurveymd restudy the smount of CIA classified materisl in other

© agencies, with a view toward elminating that material which is no longer

used or to estsblish such other cootrols as mey be necessary as & result
of these studles. : Lo ' v

20 establish closer relaticuship with Security Officers of newly established

agencies and to develop with them mutually satisfectory security arrangements
for CIA material. R

To anticipato and daniop éecurity poiiéida o govern our ralutioﬁ; with
foreign governments, particularly in the field of disseuination, and to
develop closer lisison with our opposite mumbers in —

To contime review of older leéunty practioai, policies and other u'm,umcaa
- to assure their adequacy gnd usefulness and to correct them where reqguired,

¥

o SESRE.

RDP78-04007A000500060010-0

B T ST T o T T PR LT KL




D N SR e T S .
: : e i T i

- T ARPrue ForRglease 2001108108 ; CIA-RDRTE04007A0008000600105 T -

)
1
e

:  To denloj: an SOP whereby I &\ 8 can use experts in other CIA offices rbr
i ' opinions on such technical matters as statistical security, security
- involved in econcmic reports, technicel scientific reports and others.
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Functions and Activities

Performs "Inspeotor Gensral® fumotions for the Director, conducting
inspections, adminlstrative investigations and surveya as required

to dstermine the status of conditions and efficiency of operations
of Agenoy activities, foreign and domestic, end making epprovriate

reparts end recamendations to.the Security Officer/CIA and thm

]

25X1A -

In & lleison cepacity, betwsen the Office of Inspection and Security

and the Office of Procursment, from the standpoint of security, pro-
vides supervision and guidmes in comnection with the clasasified pro=
curement program, intludling the comlueting of plant sccurity surveys

at the facilities of private contractors as required, and the subnission
of recommendations based therecm, Maintsins master filea on contractor
socurity clearances on claasified contracts. ‘

eats as assigned, Fxampleat
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' ADMINISTRATIVE STARY

- Functions md‘ icttﬁthis

This Staff provides the administrative support for all of the divisions
and operations in Inspection and Security, including its headquarters
and field operations, It establishes, develops and maintains internal
operating policies and administrative procedures; it is accountable for
all property assigned to the field and certain technical equipment
.apsigned to headquarters; prepared reports, studies and budget estimates;
and performs all other administrative functions so rejuired by Inspection
"and Security in its over-all responsibility for the protection of CIA
_personnel and material, inspections, research, investigations, and other
activities as indicated in the functions set forth by the eeveral
divisiocns, L : - ‘
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SECURITX DIVISION

—

Tunctions and Activitdes |

Davises, coordinates, and enforces seourity policies, procedures, and
prograus through personnel and physical security to provide for the
safeguarding of classified information and intelligences msterial,
sensitive intellipence sowrces of information, and operational methods,
Devises and exeoutes em plans and procedures along with naintaln-
ing conatant vigilmnoe sontinuing survey control of cuch emergency
plane ond safety devicsa, practices, and procodures to ensure the pro=
teotion of classified matericl and Agengy property and pergornel, Maine

. tains gsecurity lisicon with othér agencies,

Thro the Physical Security Branch this division safeguards all olasel-
#ied information and materisl in the custody and control of the Apenay through-
out all of its overt and covert installations and personnel in the Umited
States, In general, this entails the protection of classificd information
from loss, theft or compromise, either by inadvertence or by deliberate:
intenty the cafeguarding of the installations egainat penstration by un-
suthorised persons, fire op natural disastery and the gensral protection
of ths persomel. In discharging this responsibility the Physicsl Security
Brangh develope end maintains CIA Securify Regulations and trains CIA

es therein, It also furniches guidance to organisational units in
CIA with respect to the implementstion and application of those regulatioms,
The branch conduots physical security surveys, mointains security control of
viritors, operates sn over-all badge identification systen end directa the
operation of a conplste guard orgamisation, It investigatos violations of
Security Regulations md fixes responsibility. A complete flreams prow

_ gram for Agency personnel, officially requiring the use of firesma, is

supsrvised by this Branch, BStudy end research in advenced physica) sscurity

 procedures, techmiques and dsvelopments are & contimuing activity,

the Personnel Security Branch thie divislon detemines the scope
of overt and ssmie-govert persomnel sacurity investigations to be nmade, It
appreises and anzlyses the preports of these investigations with rospect to
sdequacy of coverage and the pertinency of the infomation and evidsnoe
bearing on ths sscurlty aspecis of cach case, and spproves for employment
or assoclation thosa spplicsnts, consultants, contractors, informants, and
other miscellsnecus categaries of persons within the overi or pami-govert
categories, or rocomnends thedr disspproval for securlty reasons, Operstes
a system of reviev snd resppraissl of employess, and inlitiates action for
termination of porcons constituting security risks. Conducta interviews on
security matters, maintains reference files, and controls dlaseminotion of
paraomnel ac:mu-i{y {nfomation to other sgenciez and agenay personnal, Con-

~duets 2 progran of exit Moﬁnga for porcomncl loaving the Agency,

Through the activities of the Interrogation Research Branch, the divieion con-
ducts inierviews by means of general and special interrogation techmiques to
sugment and aseist personnel investigstions, as well as {to assist in resolve
ing ather matters of an investigstive natare, It madntsins constent research
and study of interrogstion techmicues used throughout the world for possible

_application 4n the CIA security progrem,
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The aativitim of the Phyaiaal 8mr1ty Bramh inc:lud,e the continuim
conduct of security educational programs among groups amd individual’
members of CIA; performance of secerity investigations, sarvelllances,

-~ and surveysj and the organizing md developing of esecurlty programs for
 large-scale covert projocte; dimscussions with the Sgourity Officers and

.- opepating personnel of the Agency to resolve sequrity problems of a wide
" weriety requlring individnal treatmenty research in the flelds of

elactronics, safekeeping conteiners amd locks of various types, alamm
systems, incinerators, mechanical document shreddin; machines, etc., and
studies for the purpose of improving the Agency's gecurity methods and
procedures. ‘
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‘I‘h- eantqntn of 12 periodicalu vers amimd on a continu:lng bases for such
‘material as should be placed in the reference files of the Personnel
" Security Brench, for assistsnce im the performancs of its over-all operations.
-+ In addition, 81 special reports of other agencies were examined for that
purpose. Approxmately 206L susmaries of information contained im the
" . reference files of the Branch were prepared so as to afford complete informa-
g tion ror each aecurity file in volved,

An undatemined mmber of filea were rwlmwd i.n conpection with cach of
T the applicant omses handled. Anotber undetermimed number of files were
A " reviewed in comnection with the ceses handled for the Contsct Division,
Lt Office of Operations. Certain other accomplishmente included AEC ®(
p ~ clearances, inguiries froa other agencies concerning security histories of
L. former employees and summarization of investigstive information cwauable
‘ s in our .ﬂlea far submission 4o other agencles upon request, .

| 25X1A
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Ob;ectivea

The ob;}eetima of thia Division ara to contimue to assume the same gecurity
. responsibilities and attain compsrable sccomplishments duri ng the ensuring
- fiscal year through continued rigid physical protection standards and
t.hrough contiinued pernotmcl procaaa&ng renpanubuities.

Tho activities ot Phyeical Security t'nnctiom of the mviaion will be:
" Ancreansed 1o provide for re-indoctrination of 1mmhent employees and re-
- Burveys or axisting field m-unamu .

el T T R e

: - - The ayprn:laal functions of tbo ﬂhiaion will imreano approximately 30%

o . on individual personnel security investigstive cases as a result of the

i e . anticipated inorease in investigative coverage. The volume of work in each
- functional catsgory will depend largely upon the sire of the Agency, amount
“of security activity necessary in connection with the Agency's recruitment

progrem, and the mumber of speoial operational projects shich will requirs

‘security action. It shonld be noted that requests now on hand for pervices

R of the Interrogation Research Branch Moqt,o a contiming extensive

PR 1ncruae in voluue ot‘ this nctivity. '
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" Funotions and Activities: -

v,':““'Thia ifvision iw the aovers oporational armof I & S and as such is

- eovert interviows sand training rocurement of highly sensitive materials
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rasponsible for the investigation of all applicants for open, semi-covert

. ol covert assignments and for the evaluation of the evidence obtained

through investigations of covert appiicants to deternine thelr sultsbility

- for employment or assoclation with the Agency. It furpishes support to

CIA operational activities by completing warious requirements requested by

;. GIA Opsrational OffSccs. These services are performed by its investigative
" "and svaluation facilities, involwing hudqua.rteru and fleld offices and by
- private orgenizatlous and individusls under countractual ralations. These

sorvicos provide informution, material and miscelleneous gervices, including
sarveillancas, physical security surveys, procurement of “safe" areas for

This Division, through itﬂrninina md‘aupport émr, proﬂaea a oantiﬁﬁing

progran of training in covert investigative techniques as well as guldance

in the various covert’ problems nt mmuntu.ion, space, aquipnnt. and
recordu.:

- . 'Thie Dlvision thmugh m Opm'auom autr um}.yna and anigna Tor investi-~

i gwetion all carss received from ihe (Office of the Direcctor of Personnel

1 through the Security IMvieion, I & 8, as well as all cases received from
Operational Offices of GIA. It elwo directs, in its ussigoment of cases

to the field, the scope of and the “oover® requirsments of the investigation.
Contimaal control .and follow-up of investigation progress is maintained by
this Staff. Upon cowpletion of personnsl investigetions the reports of

- covert cases are appraised and svaluated and a determination zade of the

£ . sultabillity of applicants for employment from e security viewpoint. Reports

“125X1ABa . .

of investigation of persmms to be associated with but nout conBidered

. employee# of CIA on operational prejects, are appraised ani evalusted and
the results of such reviews are furnished the (peraticnal 0ffice concerned.
+ The open ~nd seml-covert investigations are supervised on an individual and

over-all basie to insure completeness end full covergge of the subject,
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whit;'h ara" astaffed with 1nvu£1¢nt.orn to ocarry out its sssignaents.
ul Agent in Chaige in each office supervises within his area the
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investigationo and the other astivities in support of operational reguire-

ments as directed by Operations Staff or the Division Chief. A substantive

report of each peracnnel investigation is completed in the fleld and

sobmitted to Division Headquarters. -
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' Obgce%iwm AN S -
Wrms the next fiscal year 1t e planned to £111 the 7,0 of - in
the field. BRI E J |
| 3 | 25X9A2
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' In socordance with past experience it is estimsted that 5 or 6 complste '
JL 0 Anvestigations can be soccomplished per agent per month.! This sirength,
{10 'therefors, provides for completing spproximately 1000 cases per nonthe
" Any additional demsnd is and must be covered by curtailed investigations,
_ the mtilizetion of coniractual seyvices of orgsnisations and individuala,

. or baf'h*@;
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. ", 1t s plammed to establish two or moro additional field offices; place
, Co0 iy additieonal residant agents in strategic locations; and continue as needed
' the contractursl services of organimations and individuals.
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